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ABOUT ME 

Recent dad who goes to a lot of live music shows, plays and watches too much soccer, and 

does some security research on the side 

Security Researcher (aka Senior Security Architect), Office of the CTO at Bloomberg 

Formerly (5 years) Principal Member of Technical Staff at AT&T Security Research 

Mobile/wireless network security research 

Ƅ Mostly LTE PHY and upper layers 

If it communicates wirelessly, I am interested in its security 

Ƅ BLE 

Ƅ 802.11 

Ƅ Zigbee, Zigwave 

Ƅ LoRaWAN 

More details 

Ƅ http://rogerpiquerasjover.net/  @rgoestotheshows 

© Portions Copyright 2018 Bloomberg L.P. 



EXPLORING MOBILE NETWORK PROTOCOL SECURITY 

The first mobile networks were not designed with a strong security focus (no support for 
encryption in 1G!!!) 

άhƭŘέ ŜƴŎǊȅǇǘƛƻƴ 
No BS 

authentication 

Strong encryption 
Mutual 

authentication 

Stronger 
encryption 

Mutual 
authentication 
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PKI for IMSI 
protection 

More secure (?) 



LTE BASICS  
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LTE MOBILE NETWORK ARCHITECTURE  
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LTE CELL SELECTION AND CONNECTION  

Cell Search 
Procedure  

Extract 
System 

Configuration  
Power on  Decode PBCH  

R
A

C
H

 

Random 
Access  

Radio Access 
Bearer + (Attach)  

Connected 
state  

Mobile 
connection  

Å System configuration 

ï Decode Master Information Block (MIB) from PBCH 

ï Decode System Information Blocks (SIBs) from PDSCH 

Idle state 

Decode PSS and SSS to synchronize 
in time and frequency. 

© Portions Copyright 2018 Bloomberg L.P. 



LTE NAS ATTACH PROCEDURE  
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MOBILE NETWORK USER/DEVICE IDENTIFIERS  

IMEI ï ñSerial numberò of the device 

IMSI ï secret id of the SIM that should never be disclosed 

TMSI ï temporary id used by the network once it knows who you are 

XYZ-867-5309 
MSISDN ï Your phone number. 
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LTE (IN)SECURITY RATIONALE  
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LTE (IN)SECURITY RATIONALE  

RRC handshake between 
UE and eNB 

RACH handshake 
between UE and eNB 

Connection setup 
(authentication, set-up of 
encryption, tunnel set-up, 
etc) 

Encrypted traffic 
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LTE (IN)SECURITY RATIONALE  

Unencrypted and unprotected. I can 
sniff these messages and I can 
transmit them pretending to be a 
legitimate base station. 

Other things sent in the clear: 
Å Base station config (broadcast 

messages) 
Å Measurement reports 
Å Measurement report requests 
Å (Sometimes) GPS coordinates 
Å HO related messages 
Å Paging messages 
Å Etc 
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LTE (IN)SECURITY RATIONALE  

Regardless of mutual authentication and strong encryption, a mobile device engages in a 
substantial exchange of unprotected messages  with *any* LTE base station (malicious or 

not) that advertises itself with the right broadcast information. 
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Spoiler alert ï This also potentially applies to 5G. No viable solution proposed in the specifications yet. 

(more on this later) 



EXPLORING LTE SECURITY WITH SOFTWARE -RADIO 
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TOOLSET 

LTE open source implementation (eNB+UE) 

Ƅ Modified srsLTE ï https://github.com/srsLTE 

Å First available UE stack implementation!!!!!! 

Å LTE sniffer 

Ƅ Modifications to source for protocol exploit experimentation 

HW setup 

Ƅ USRP B210/USRP mini for active rogue base station 

Ƅ BUDGET: USRP B210 ($1100) + GPSDO ($625) + LTE Antenna (2x$30) = $1785 

Ƅ Machine running Ubunutu 16 

All LTE active radio experiments MUST be performed inside a faraday cage!!! 
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SNIFFING BASE STATION CONFIGURATION  

Base station configuration broadcasted in the clear in MIB and SIB messages. 

srsLTE + AirScope 

Ƅ Dump everything on pcap 

Very useful information that could be leveraged by and adversary 

Ƅ Optimal tx power for a rogue base station 

Ƅ High priority frequencies to force priority cell reselection 

Ƅ Tracking Area of the legitimate cell (use a different one in your rogue eNodeB to force TAU update 

messages) 

Ƅ Mapping of signaling channels 

Ƅ Paging channel mapping and paging configuration 
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LTE/LTE - A Jamming, Spoofing and Sniffing: Threat Assessment and 

Mitigation. Marc Lichtman , Roger Piqueras  Jover , Mina Labib , 

Raghunandan  Rao, Vuk Marojevic , Jeffrey H. Reed. IEEE Communications 

Magazine. Special issue on Critical Communications and Public Safety 

Networks. April 2016.  

Broadcast message scanning tools available in both srsLTE 

and openLTE 



SNIFFING BASE STATION CONFIGURATION  

Mobile operator 

Cell ID 

RX power to select 
that cell 

LTE PDSCH SIB1 
packet 
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SNIFFING BASE STATION CONFIGURATION  

RACH config 

Paging config 

RRC timers 

LTE PDSCH SIB2/3 
packet 
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SNIFFING BASE STATION CONFIGURATION  

MIB/SIB messages are necessary for the operation of the network 

Ƅ Some things must be sent in the clear (i.e. a device connecting for the first time) 

Ƅ But perhaps not everything 

Things an attacker can learn from MIB and SIB messages 

Ƅ Optimal tx power for a rogue base station (no need to set up your USRP to its max tx power) 

Ƅ High priority frequencies to force priority cell reselection 

Ƅ Mobile operator who owns that tower 

Ƅ Tracking Area of the legitimate cell (use a different one in your rogue eNodeB to force TAU update 

messages) 

Ƅ Mapping of signaling channels 

Ƅ Paging channel mapping and paging configuration 

Ƅ Etc 

 

LTE/LTE - A Jamming, Spoofing and Sniffing: Threat Assessment and Mitigation . Marc Lichtman , Roger Piqueras  Jover , Mina Labib , 

Raghunandan  Rao, Vuk Marojevic , Jeffrey H. Reed. IEEE Communications Magazine . Special issue on Critical Communications and Public 

Safety Networks. April 2016.  
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LOW-COST LTE IMSI CATCHER (STINGRAY)  

Despite common assumptions, in LTE the IMSI is always transmitted in the clear at least once 

Ƅ If the network has never seen that UE, it must use the IMSI to claim its identity 

Ƅ A UE will trust *any* eNodeB that claims it has never seen that device (pre-authentication messages) 

Ƅ IMSI can also be transmitted in the clear in error recovery situations (very rare) 

 

Implementation 

Ƅ USRP B210 + Ubuntu 16 + gnuradio 3.7.2 

Ƅ LTE base station ï srsLTE (slightly modified) 

Å Added feature to record IMSI from Attach Request messages 

Ƅ Send attach reject after IMSI collection 

Ƅ Very simple to implement 

Å Mjølsnes, Stig F., and Ruxandra F. Olimid. "Easy 4G/LTE IMSI Catchers for Non-Programmers." In International 

Conference on Mathematical Methods, Models, and Architectures for Computer Network Security, pp. 235-246. 

Springer, Cham, 2017. 
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IMSI CATCHERS(STINGRAY) 
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IMSI CATCHERS(STINGRAY) 

Extract IMSI 
from these 
messages 

Unauthenticated 
messages 
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LOW-COST LTE IMSI CATCHER (STINGRAY)  

AttachRequest message processing 

Ƅ s1ap_nas_transport.cc 
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LOW-COST LTE IMSI CATCHER (STINGRAY)  

Export/save IMSI when processing AttachRequest message 
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