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ABOUT ME 
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Wireless Security Researcher (aka Security Architect) at Bloomberg LP 
Ƅ http://www.bloomberg.com/company/announcements/mobile-security-a-conversation-with-roger-piqueras-jover/ 

Formerly (5 years) Principal Member of Technical Staff at AT&T Security Research 
Ƅ http://src.att.com/projects/index.html 

Mobile/wireless network security research 
Ƅ LTE security and protocol exploits 

Ƅ Advanced radio jamming 

Ƅ Control plane signaling scalability in mobile networks 

Ƅ 5G mobile networks and new mobile core architectures 

If it communicates wirelessly, I am interested in its security 
Ƅ Bluetooth and BLE 

Ƅ 802.11 

Ƅ Zigbee, Zigwave 

Ƅ LoRa, SIgFoxé 

More details 
Ƅ http://www.ee.columbia.edu/~roger/ @rgoestotheshows 



MOBILE NETWORK SECURITY  
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Often thought at the ñappò layer 

Ƅ Certificates 

Ƅ Encryption 

Ƅ SSL 

Ƅ Recent examples 

Å iOS SSL bug 

Å Android malware 

Å XcodeGhost iOS infected apps 

Å Long etc 

My areas of interest 

Ƅ PHY layer 

ƄñLayer 2ò protocols (RRC, NAS, etc) 

Ƅ Circuit-switched mobile core architecture for 

packet-switched traffic Ą No bueno! 

Ƅ Recent examples 

ÅLTE jamming 

ÅLow-cost LTE IMSI catchers and protocol 

exploits 

ÅIM app causes huge mobile operators outage 

ÅMobile operators trouble with ñsignaling stormsò 



MOBILE NETWORK SECURITY  
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The first mobile networks were not designed with a strong security focus (no support for 
encryption in 1G!!!) 

άhƭŘέ ŜƴŎǊȅǇǘƛƻƴ 
Device 

authentication 

Strong encryption 
Mutual 

authentication 

Stronger encryption 
Mutual 

authentication 

Basic security principles 

Confidentiality 

Authentication 

Availability 

Protecting user data 

Mobile connectivity availability against 

security threats 



AGENDA ï PART I 
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Introduction to LTE PHY 

PHY layer security (jamming) 

Protocol exploits and LTE rogue base stations 

LTE location leaks 

LTE control plane scalability issues - Impact of IoT and mobile malware against the EPC 

 

~1h30min 

Ƅ We will have a short break before Part II 



INTRODUCTION TO LTE 
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THE LONG TERM EVOLUTION (LTE)  
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Latest evolution of 3GPP standards 

Ƅ Enhanced RAN Ą eUTRAN 

Å OFDMA 

Å MIMO 

Å Robust performance in multipath environments 

Ƅ Enhanced Packet Core Ą EPC 

Å Flat(er) ñññall-IPòòò architecture 

Å Support and mobility between multiple heterogeneous access networks 

 

LTE-based critical systems 

Ƅ Nationwide Public Safety Broadband Network 

Ƅ First responders 

Ƅ Military/tactic ad-hoc networks 



LTE MOBILE NETWORK ARCHITECTURE  
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LTE PHY - OFDMA 
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TDMA (2G - GSM) FDMA (1G - AMPS) 

CDMA (3G - UMTS) OFDMA (LTE) 



LTE FRAME 
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LTE CELL SELECTION AND CONNECTION  
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Cell Search 
Procedure  

Extract 
System 

Configuration  
Power on  Decode PBCH  

R
A

C
H

 

Random 
Access  

Radio Access 
Bearer + (Attach)  

Connected 
state  

Mobile 
connection  

Å System configuration 

ï Decode Master Information Block (MIB) from PBCH 

ï Decode System Information Blocks (SIBs) from PDSCH 

Idle state 

Decode PSS and SSS to synchronize 
in time and frequency. 



LTE NAS ATTACH PROCEDURE  
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LTE NAS ATTACH PROCEDURE  
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LTE NAS ATTACH PROCEDURE  
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LTE RRC STATE MACHINE  
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Motivation 

Ƅ RRC ï Not enough radio resources for all users, they need to be reused when a user is idle 

Ƅ Power management ï The radio of a mobile device burns a lot of battery, it is necessary to shut it down 

when the user is idle 

RRC state machine 

Ƅ Idle ï low power usage, no active connection (no bearer with P-GW) 

Ƅ Connected ï high battery usage, active bearer with P-GW 

RRC connected RRC idle 

Continuous 

reception 

Short 

DRX 

Long

DRX 

DRX 

Timer expiration 

Data transfer 

1000-3500mW 
<15mW 



LTE RRC STATE MACHINE  
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Idle to connected 

Connected to idle 

RRC state transitions require a large amount of control plane signaling at the EPC 



MOBILE NETWORK USER/DEVICE IDENTIFIERS  
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IMEI ï ñSerial numberò of the 

device 

IMSI ï secret id of the SIM that should never be disclosed 

TMSI ï temporary id used by the network once it knows who you are 

XYZ-867-5309 
MSISDN ï Your phone number. 



LTE HANDOVER 
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ÅWhen you move from one cell to another the phone does not disconnect 
Å This makes mobility in cellular networks possible 

BS1 BS2 

Ideal HO 

Signal from BS2 
Signal from BS1 



LTE PHY LAYER SECURITY - JAMMING 
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JAMMING 
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Deliberate transmission of radio signals to disrupt communications by 
decreasing the signal to noise ratio. 

f  

| Sx(f)|
2 

BW 

A 

fc 

I2 

Jammer 

Noise floor 



JAMMING IN 3G 
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LTE ñSMARTò JAMMING 
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Jamming attack targeted to a specific essential signaling channels of the wireless interface 



DOWNLINK SMART JAMMING  
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LTE Signal (10 

MHz) 

DL broadcast 

messages 

(1.08MHz) 
(PBCH) 

Jamming gain (vs basic jamming) å 10dB 



DOWNLINK SMART JAMMING  
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Jamming gain ~10dB 



DOWNLINK SMART JAMMING  
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Jamming gain >16dB 



UPLINK SMART JAMMING  

25 

Jamming gain up to ~27dB 

(Jam an entire cell with less 

tx power than a 

smartphone) 



JAMMING DETECTION AND MITIGATION  
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MIB/SIB message encryption Beamforming jamming signal blocking 

Jover, Roger Piqueras, Joshua Lackey, and Arvind Raghavan. "Enhancing the security of LTE networks against jamming attacks." EURASIP Journal on Information Security 2014.1 (2014): 1-14. 

Jammer location 


